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7 February 1979

STAT " MEMORANDUM TO: | | Chairman |
: ' NFIB Working Group on Compartmentation
STAT - FROM: | |
: Security Committee Staff
SUBJECT: Working Group for Review of Security Standards

for Personnel Clearances

. |JCS review completed

1. A meeting of the Security Standards Working Group
was held on 5 February 1979. Participation has been expanded
as you have already been informed.  The twofold task of the
Working Group was restated for new members, i.e.,

a. drafting of a new DCID to establish security
standards for National Foreign Intelligence released
at standard levels of classification (NFI/SLC) and

b. to define the population which would be
eligible for NFI/SLC as well as attempting to
determine the cost of the program.

2. In drafting a DCID for NFI/SLC, it was agreed that
investigative requirements would be based upon the investi-
gative survey being conducted by the Investigative Standards
Working Group of SECOM. The adjudication standards and appeals
procedures currently being prepared for DCID 1/14 would also
be used with the DCID for NFI/SLC. A partial working draft
of the DCID for NFI/SLC was distributed to all members with
instructions to them to be prepared for comments at our next
meeting. A copy of this partial draft is attached as tab A.

3. The Working Group membership also received for their
comments the elements intended for inclusion in the NFI/SLC
Secrecy Agreement and Termination Secrecy Reminder. (tab B)

4.  The OSD member presented a paper (tab C) and dis-
cussed the difficulty of the task of defining the population
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which would need access to NFI/SLC as well as costs of
implementing the NFI/SLC DCID. It was made clear that

a survey of the entire DoD establishment would be necessary
to define the population needing access to NFI/SLC and that
it would vary greatly due to crisis or war situations or
even deployment in different areas of the world. It was
stressed that there would be a need for allowing an indi-
vidual access on the basis of a DoD clearance and then sub-
mitting for an upgraded NFI/SLC clearance. This would be
provided for -(see paragraph 6 of tab A). It was stated

by the OSD representative that the DoD will consider elimi-
nating ten years honorable military service and a NAC as-
the standard for Top Secret access.

4. Among the ideas discussed was the need for identify-
ing NFI/SLC by markings to determine within a mixed environ-
ment one type of classified material (NFI/SLC) from another.

5. The next meeting of the Working Group is to be held
on 12 February 1979. " .

STAT

Attachments

Distribution :
Original - Addressee
@ - SECOM Subject
1 - SECOM Chrono
STAT . SECOM/  /jum/7 February 1979
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7 L W /13 May 1976

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NQI4/14’

MINIMUM PERSONNEL SECURITY STANDARDS AND PROCEDURES
GOVERNING ELIGIBILITY FOR ACCESS TO SEN’S{HVE
COMPARTMENTED -INFORMATION'

‘ © HgFflective 13 May 1976) L
Pursu.mt to thc4provismns of Fﬁccuhve Or(@ 1()()) Scction 102 of the N National .
ﬂ(‘cm’ltya Act l"i'"1967 .m(l ‘\Ia(mn al Slumtv Council l);uum- tllc fnllnwing’ ’

s SGH). ¢ :s d ds’ V?W”d rés ahd prografis &t
the depnrtmcnls and ug_ clesma astabllg. uéfmd‘dmonal sccunty steps as may be J
decmed necesia j\ﬁﬂdﬁ@ﬁgﬁg?‘ %&&i&ﬂve sccurity is maintaingd.

Purpose {?
T e ¢ TR CREEITH

1. The piipose of this'bt;eﬁwe is.t

through the apphcaimn o minimum seeiti
security pmgmms. nm} 2 acxhtate the
(}ow:rnmcnli d@purtmcms a

(I TN b

'Apphcablh ?

2. Thi¢" provisions of the Dircctive shall apply to all persons (other than clected
officials 'of the United Slatcs Covemmcm fedaral judges und those individuals for -
- whom the DCI m.xkes a speciﬂc éxception) withigit fégart to civilian or mlhtary stutus,
form of cmplhymem offncnﬂ rank or position it length of service.

R :

3. lndwndua!s who do not mcu the Tninimum security criteria contained hercin
and who are, ,khc,[gforc. denied uceess to SCE-shall hot, sulely, for this reason, be -
considered ineligible for access to other classified information. Individuals whose
access toSCi- has' been authorized as an’ excrption granted in accordance with
paragraph 7 below, shall not, solely for that réason, be considered eligible for access to

other clﬂssifled inform.mon i

————— ¥ o
o his dm(hvo e prsedies DCHD 1714 upproved | }ulv 1ok o
N FLhe term “Sensitive Compartinented Toionnation” as weed in this Directive s intended to include all

information uid materials beasing special community contiols indiciting restricte d handling within present
and futuse community intelligence collection programs and their end products for which conumunigy,
Csatems of compartinentation have been or will be formully established. The term does not include
Restricted Data as defined in Section 1, Pablic Luws 583, Atumic Euergy Act of 1854, as amended.

’
-
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General ;- RPN , B

4 Fheiaiting of uccess, 20564 shall be-cortrotied under the \tnuvstinpphcutu{
of: the M igsdtg-kuow' prineiple sder pmculun W pele seribed in the several existing
untlmrmm which govern access therets, ilnd’,iﬂ apcord.mcc with the pommnd securitys

prucodmcs scl forth in this ijumii&émli persons accountable under the
given, \Ccés?’m infurm.utmn (M l)cént.«iniﬁg murccs o

NI BT e

b ;'x Jéunty appmval nf agf‘?hdwkfual on a nced- to-know h.ms for-*
; aic Ss"“ﬁ)ﬂowﬁ’
ﬁf::m o Fvidual sh |
unquéstmned 'loyalty to the Umt ]

Rlogild pontads

e ﬁ;}cd!cm character and dncrctmn .md nfm

J

,Smii

] ,h' pum;,mph T hck&w thdt every,
ﬂa%%im«ﬁr the urcumsmnccs (he seujm

ACTALLr Qf his or horimnf d}f&: f.umf"yﬂ5
poves” ,' s defined: as
ifgﬁ‘iﬁ&. f)mthérs. sistor*Ghd ehitldre "”‘

- i i(ﬁ?ﬂ!’ﬁ immediate family and’ ﬁtrsnm top
31’&3&0:\91}‘( "ﬁﬁguhnn should neither be squth m’,’
mcnlal St ather forms bl dure Fess by a foreign power, nor udvnca(c:
\hc»usc of fumc or vmlcnce to ovvr{fﬁ?ow fhié Gavernment of the United States
[ emﬂom of-the=Torn Bl “Ci6Vermment of the United States by

xunmns’timlmnal means.

. 6/ 1n cxceptmnai cases, ‘-h(‘ Senior Tntelligence Officer (810) of the Intellige nu“\
Commuunily organization, or his (‘(\I},lld(‘lQ‘?‘Q“x‘p(lct(‘nnlnc that it is .necessary of
*advxsuhlc i the Nutioiial intercst” t authoried &{‘ss to SCI prior to completion of the
*f’lﬂly prcscnbcd invesng'xilon, ln th:s“’sﬁaﬁgﬁ ‘such investigativé checks as dl’(‘!
‘immrﬂmtcly pos-;sible shall bé hide at, ONeo, ““and should include a porsonal interview:
Yby trained security or cnuntcmuelhgcnw’pmsonncl Access in such cases shall be.
shictly conitrolled, and the fully prcscribed“iﬁ%igmon and final evaluation shall be-,

%émp!ctcd at the mrhcst ‘practicable moment.

o

L

Exceptions
. The exceptions to paragraph 5.b.(I{2Yrbove may be granted only by the S1O
!
e his designee, unless such authority has been spee ifically delegated to the head of an )
I soffice of ()r;.,.mll.umn as set forth in inter-departmental agreements. JAll exceptions

© gianted will beey pgmmun sgnse‘&d lermmaﬁop&;il, g‘On all available mform.m(m and-
il be reeorded’ i Ak e Hoh, In those ca«&% in “whichi thc

é\dwndud h;ﬁ Tivéd 6utsndc of the United Siateufor 2 substantial periad of his lifg, a
thorough’ dssessment of the adequacy of *ﬁ’imh}é@ﬁgaﬂmx ih terms of fulhllmem of the

»
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i g@ﬂfﬁfiiEFs;mﬁxsggg;yé‘;;ggqgrgmgﬁgﬁ@m@g\' Teiew of the Information, {herein’
/ st apadd. Jfiire an exdeption’ is cohsidered” T

P 1.‘;&{&-,‘ PRt S ICEAT AN SR L A e 3

g R eTon

WAPSLEE,
LTI Rkl VI SRR -

g ey T ST T G ey g O NN T e s
e jnvestigation condu onah WAL GRder consideration ToF acEgss o
S EEEIE IR g e IR R D o SRR RIITRAT Sl GRS TS A

: ,ﬂ&gmygh.n‘g\d:' 1| be desighed 15" ddVelop information as to whether the
: £ DA SRS e gl o b A
M cufity Standurdsy/

Tearly mects t

RO SUIREWIRE SRR S 2

9. :l'i‘in“‘!i};liégl:ig:{ﬁdn’ shall be i\c‘c‘diﬂpjish(-glr_,;ﬁ,;j’gugl'x‘ reunrd checks, an'g,tbcvg.\'unnﬁ
‘i||t‘él'_\»"ifif\)’;s:“i&sg‘_ix:?i‘diis' sovrces by Trifucd inv tigative personnel in orde i:_stuhlish'j
_g{f’x‘rtﬁzij‘i}@x;o'l}l_& adjiidicating dfgency cofipléécontinuity of identityitarinclude
birth, residences,  education, employments  and ity S-(‘r\'i(‘t:f \ YE_ﬁg‘rc’ .the.
Zircumstances of 1 case indicate, the investigation shall exceed the basié réqtiirements
set’out below to ensure that those r'c's"la()ixs%M(’;’f'(')'rzgﬁjudfcdtln g access eligiblity have in'/
i]xé}r:ﬁdé‘sbssid'ﬁf,?ﬁﬂ thév}éfév:ﬁnﬁxds avaifable. ’
O R LN LN e ‘ i
10 The individual shall firnish a sighed personal history s(utcmcntjfingt-rprints
of a Guality iccehtable to the Federul Bureau of fivelligation and a sigiied release, as
peeessary, authotizing custodians of police, erectit; education and medical records, to’
i . DY TN . B T T T T . .
pr()‘vxglg:A‘:‘r(-:‘c;g:»{g~ !‘!f“,{[‘)“‘i”"ﬁ“’ ii]c mvcstx“;;ut?{i:ﬁi p:{‘;%.v!’!xr?tugr;}phs' of the individual
shall also bg:y_ig@g?ncd whf:frc“adghhonul torrgbdration of ideutity is required.

b enitamns $ 4

R e e e

11) Mintmum $tandards for the investigation arc as follows:
. . a Verification of date and place of buth and citizenship. /
b, Check of the subversive and criininal files of the Federal Bureau of
Investigation, including submission of fingerprint charts, and such other National
agencies as are appropriate to the individual's backzround. An additional check l‘
of Immigration and Naturalization Service records shall be conducted on those |
members of the individual's immediate family who are United States citizens |
7 other than by birth or who e resident atiens, 11
e, A check of appropriate police records covering all areas where the
individual has resided in the US throughout the most recent fifteen (13) yeaursor
since age cighteen, whichever is the shorter period. l
4 Verification of the individual's financial statos and credit habits through
checks of appropriate credit institutions and interviews with knowledgeable |
. - I
sources covering the most recent five (3) yeurs, |
e Interviews with neighbors in the vicinity of wll the individual's residences |

in excess of six (6) months troaghout the ot recen: five (3) vear period. This

. coverage shall be expanded where the investigation suggests the existence of some
' b 1 5 Bk
© questionable behavioral pattern. ,
L ;
\ < . . . - . N
{ Confirmation of all employient during the past [ifteen (18) years or since
age cighteen, whichever is the shorter period but i any event the most recent two

years.  Personal interviews with supervisors uid - co-workers at - places of
employment covering the past ten (10} years shall be accomplished. :

’

o
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g Verification of attendance at institutes of higher learing in all instances |
and at the last sccondary school attended within the past fifteen (15) years.
Attendance at secondary schools muay be verified through qualified collateral
sources. If attendance at educational institutions occurred within the most recent
five(5)ycars, personal interviews with faculty members or other persons who were
acquainted with the individual during his attendance shall be accomplished.

‘ ,

h. Review of appropriate military records.

. i Interviews with a sufficient number of knowledgeable acquiaintances (a
minimum of three developed during the course of ti: investigation) as necessary
to provide a continuity to the extent practicable, of the individual's activitics and
hehavioral patterns over the past fifteen years with particular emphasis on the
most recent [ive years, -

i. When employment, education or residence, "uas occurred ovenseas (except
 for periods of less than five (3) years for penonnel on US Government assignment
and less than ninety days for other purposes) during the past fifteen years or since
age cighteen, a cheek of the records will be made at the Department of State and
other appropriate agencies. Efforts shall be made to develop sources, generally in
the United States, who knew the individual overseas in order to cover significant
employment, education or residence and to attempt to determine if any lasting
forcign contacts or connections were established durig this period. However, in
all cases where an individual has worked or lived outside of the US continuously I
for over five years, the investigation will be expanded to cover fully this period in
his life through the use of such investigative assets and checks of record sources as

¢ may be available to the US Government in the forcign country(ies) in which the

A/ individual resided. o
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)

g;ﬂ'iﬁh*‘kﬁ’nil ineldde; ns=a™ Hinlnitin:
g,ap ranr“_L(!—l(’.mmhﬂ .lg.,(‘l’lcx checks, Toeal ag agency (including overseas checks where
».lmm;Jpn ate), "eredit cheeks and a personal discussion with the individual by trained
investigative, security or counterintelligence p(_‘r.s(mml when necessary to resolve

significant adverse information or inmmistmu'ivs: ]
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3 DoD, an 81O may request, with. the approval of the Secretary of Defense or his designee, more
drequent reinvestigations uider special circumstances:
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pe mrm se |W uunpnlxmnh‘(i work™rdtpiiring access Lo SCIL the SIO {or lh(
departiment, ageney or Government prograns to which the individual is assipned shall
HSSUING 8¢ umly sup( rvision of that individual throughout the period of his assignment.

- Ty ey

%3 jhc wlmmum, acumly pmhr.uns dm" m&ﬁudc the followings:”

i ,St'curnx cdumhun prn;,r.um to, cm {c,lh W individuals wha are granted
lﬁirss iuﬁbs‘ﬁ‘.'i{c iullmlly in (inctnn'x\é(L m 1wrzmhc.tlly thereafter instructed 4 as
mé R ARITVILY .{x;u,'ﬂx,gt ﬂmy Wng (; d their persond] | rccpuﬁsxl)lfltv for
its prmcﬂhon.}‘ i individualshuild bcms’t'n ¢d thae the ult&m:&tb-%pmmb:hty

1 i in 4
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i ign {
"lhcrcf(m‘ & ind i s 34, stek .nppmprml i ‘t nu“,
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5@ ade. uv:hl’ﬁﬂ “Ihese T THTETONS YCEhiBuld be umdncfﬁtﬂ»y diidividoals
Gaving oxlenave yh.ud\gruuml and ?c"tplﬂ‘?b}%%w{‘;.ardmg, the n.\(ﬁi’ il s il .
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Ferieal’ g’i:dawcﬁ"nﬂ”i"ﬂﬁﬂx ATCH may * sigial utERTOPRE nty}
i x{ -‘(‘;g slruchions” dtgqgﬁf};} n)tlfjcpurtm;, pm‘i‘mzres shall be'

tppmpn a‘;gqr to take mnc]y cﬁrrcctiw‘ iction

fated { lh
qrd;ghe §qcuntv ’ofﬁke U ﬁ’?cﬂmu‘S%n oS~as wcll as to provide all necessary
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b
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Effective Pate
—19- This -Directive supersedes DCID 1/14, 1 July 1968. Existing directives,*
_iegulations, agreements and such other references governing access to SCI as defined
kerein shall be revised accordingdy.

AThaso-includapostinontprovirions of the Glearanee Standards and Investigation and Evaluation sections
ob-tho-Gammunications Jitelligence-Seourity—Regulations.

GEORGE-BUSH
Pt of CoN Ry
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- SECRECY AGREEMENT

‘Proposed categories to be included in the Security Agreement
‘pertaining to National Foreign Intelligences (NFI) released
at standard levels of classification (SLC). The assumption
is that the secrecy agreements will be maintained by the Sec-
~urity Officer of the individuals parent organization who will
perform the briefings/debriefings and will verify statu§s when-
requested. Following points to be included are for consideration:

A. Briefing: '
1. Oath taken freely
Establish before access to NFI/SLC that the
following agreement is entered-into freely,
w/o duress etc. .This establishes the agree-
ment as prior condition to access.,

2. What access means
Briefly describes what NFI/SLC is, the impor-
tance to national security. Acknowledges
receipt of briefing on these points and indicates
understanding of it.

3. Will not divulge _
Having acknowledged an understanding, this section
covers the oath not to divulge, publish, discuss,
affirm, etc. with unauthorized persons w/o need
to know. Acknowledges being briefed on method
of determining status of people.

4. Continuing obligation
Understanding that change of status does not
release from obligation to protect NFI/SLC. All
info remains property of US Government. Respon-
sibility to obtain U.S. Government permission prior
to release of any publications including pro-
fessional papers, fiction, and non-fiction.

5. Foreign travel restriction
Awvareness of restriction on travel to certain
areas. Risk of capture etc. Responsibility to

notify Security Officer prior to undertaking travel
outside U.S.

6. Applicable regulation
Acknowledges understanding of applicable reg-
ulations and laws governing- unauthorized disclo-
sures of NFI/SLC. Understands possible loss of
clearance/job and/or prosecution either civil or
criminal
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: . 7. Reporting unauthoriz@ disclosures
The responsibility to bring to the attention
of the appropriate officials any unauthorized
disclosure,or any attempt by unauthorized
personnel to obtain access to NFI/SLC.

'B. Term Understanding:

1. Acknowledges access to NFI/SLC

Atfirms that during employ or a551gnment
that NFI/SLC has been received

2. All returned
Affirms all NFI/SLC is U.S. Govt property
and has been returned or accounted for.
None in possession. This includes any
writings created by an individual unless
written permission to retain.

3. Continued obligation
Acknowledges continued obligation to:

a. Protect info against disclosure

b. Obtain permission to publish or
speak on matters in anyway related
to NFI/SLC

c. Foreign travel restriction (tailored to
degree of access)

d. Court appearances or testifying before
govt body

e. Report unauthorized disclosures
4. Applicable regulations

Understanding that applicable regulations
still apply

S.. Oath taken freely
No duress, etc.
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WASHINGTON, D.C. 20301

POL&§ 5 February 1979

MEMORANDUM FOR THE CHAIRMAN, NFIB WORKING GROUP FOR REVIEW OF
SECURITY STANDARDS FOR PERSONNEL CLEARANCES

SUBJECT: Investigative Standards for Access to National Foreign
Intelligence (NFI)

The NFIB Working Group for Review of Security Standards for Personnel
Clearances has been instructed to proceed with the creation of a new
DCID for security standards for access to non-compartmented intelligence
information, and, to determine the cost of implementing such a directive.

sy RRAN UL perdetowiHGE Withiavailablezinformations In

FIEEDY-the Secretary of Defense (0D, .,‘f%aﬁ”L pa e tinateds
that about 50 percent of the personnel (about “Will require access
to National Foreign Intelligence (NFI).

Currently, 1,414 personnel assigned to the'OSD have ac&gss,to sen%;t1ve

ompa r:;mem(gd, information (SCI). €TRE edEt T ] backdround’?

“TE i .mw @ o TSORnEIigNg RS s T M'ﬁ% ed cannotibely
ned:ntlio theiaew standard vs asinedy

Within the 0SD, if 400 personnel in addition to those now meeting DCID
1/14 standards were to require access to NFI, the immediate cost could
be estimated at $120,400.00 based on the following formula:

Estimated BI Cost x Number of Personnel = Cost
($301) (400) $120,400.00

(Estimated BI cost was derived from the average computed by adding
SBI cost ($394) and the standard BI cost ($208) and dividing by 2.)

The variables in cost estimates are many and the figures used are

based upon statistical studies, order of magnitude estimates, and DIS-
wide data incorporating all operations and maintenance factors and costs
of all personnel assigned. Inflation has not been factored-in nor has
there been an attempt to distinguish costs of particular investigative
elements within the scope of each type of investigation.

ardep % Q"E£W' s tandpo LT is” € argued:Thateimplementatio
of’ tha g ﬁiﬁ#ﬁﬁ%hwﬂ“ib@%ﬁa' gﬁii :be’ diff%%gft%bétause' jr’ﬁp

b b s
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A

A;? - It will be impossible to determine the number of personnel
requiring such access with any degree of accuracy. Every organization
and unit is in a different situation and there is an infinite number of
variables that apply. At a headquarters, the number can be determined
more easily. But, in a tactical unit, the number will vary depending
on: ‘

type of unit;

mission of the unit;

type of personnel assigned;

=t Circumstances, e.g., peace, crisis, war.

gwsuch accessf'*"eac??
' naRtsnte y.::%s
- Establishment of standards of investigation and adjudication for
access to NFI creates a third standard. Granted, it will be uniform and
should ensure reciprocity and better protection. However, it could be

confusing, complicate the investigative process and will add an additional
control burden on organizations that need and use intelligence.

W

- It will be costly. Theoretically, costs should not constrain
security procedures considered necessary but they do. Costs of a third
standard will add to:

- the cost of control procedures;
- the cost of investigations;
- the degradation of service by DIS to the rest of the DOD.

In summary, our argument is not based on cost reduction exclusively. It
has been balanced with the care required to assure no significant
lessening of security or, alternatively, to assure an acceptable level of
risk. Various levels of sensitivity are related to degrees of acceptability
of risk which may warrant differences in aspects of security programs
including scope of investigations.

One f1na1vg oint, in the _B0D7we -tw>\natgwthe aspect Qf-suitability” ﬁy
fbnuempi5§maufwiﬁﬁﬁﬁﬁi1gibT11tyu¢onja”i‘ .gtc‘c1assif1Qvaﬁ?brmation.,
Unless access is so inextricably involved in the nature of & posftion?
the security clearance decision must be considered separate]y from the
decision concerning employment. In that regard, the DOD is different
from many other members of the Intelligence Community. -
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: \vr,&@*a&&ﬂ@ﬂiﬂ%&@%Pmpose a standard for NFIF

addit‘lona «ne} mn% tﬁ "
iéation«w hgﬁpw s

F282¢hé ‘number. ofpersonng .
@%e as posﬂméwuwmm Llyj

Some statistical data is attached that might assist for discussion
purposes only. Figures displayed were accurate on dates indicated.

Attachments
a/’s
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‘DoD

éDpD
.ﬁpD

DoD
boD
05D
0SD
0sD

0SD

Population

Military
Civilian

’
Clearances

Personnel with
access to
intelligence
(estimated)

Personnel with
Top Secret Access
(estimated)

Personnel with
access to SCI

Population

Personnel with

access to
intelligence
(estimated)

Personnel with
access to
Top Secret

Personnel with
SCI access

- = .
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" DEPARTMENT OF DEFENSE

STATISTICS
(Valid May 1978)
B
3,043,546

2,060,400
983,146

1.500,000
250,000

120,000
100,000

3,616
1,800

(Cannot be determined without
individual file review)

1,414
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DEFENSE INVESTIGATIVE SERVICE

COST PER TYPE OF DIS INVESTIGATION

FY 1978

1Specia1 Background Investigation

Special Background Invest1gat1on Bring Up
(Limited Case) .

Standard Background Investigation

Standard Background Investigation
(Bring-Up)

fxpanded National Agency Check
;National Agency Check

" $394.00

$108.00
$208.00

$178.00
$ 60.00
$ 3.57
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DIS INVESTIGATIVE EFFORT IN SUPPORT OF THE 0SD

FY 1978

15T QUARTER  [2ND QUARTER |3RD QUARTER [4TH QUARTER

NAC/ENTNAC 65 58 94 92
'

" Expanded NAC 0 1 6 1

BI 52 | ' 63
47 | 30
17 21

Additional
: Inquiry

Limi ted
Inquiry

Grand Total
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